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ActiveClient Knowledge Base Article

Windows XP Firewall

Author: Ryan Last Update: 15/08/07;

Abstract: XP SP2 turns on the Windows firewall and disables all ports by default. You need to enable
port 3050 to allow ActiveClient to use its database

ActiveClient uses the Firebird Server, and the Firebird Server requires port 3050 for connections from
remote computers.

When you install Windows XP SP2, it turns on Windows firewall and disables all ports by default. To
allow the Firebird Server to be accessed from a remote computer you will need to either turn off the
Windows firewall, or enable port 3050. Not doing so results in the error "Unable to complete network
request to host".

Windows XP SP2 adds a new control panel called Windows Firewall.

™= windows Firewall _ x|

General I E:-:u:eptiu:unsl .ﬁ.dvancedl

Windows Firewall iz helping to pratect your PC

YWindows Firewall helpz protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the Internet or a netwaork,

@ [ ‘On [recommended}

Thiz zetting blocksz all outzide sources fram connecting to this
computer, with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when pou connect to public networks in lesz zecure
lozationz, such az airports. v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighiared.

@ " Off [not recommended)

Areoid uzing thiz zetting. Turming off Windows Firewall map make this
computer more yvulherable to vinuzes and intruders.

"What elze should | know about Windows Firewall?

| k. I Cancel

To turn off the Windows firewall is quite straight forward, just select the radio button from the control
panel. However, most users will probably just want to enable port 3050. To enable port 3050, select
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the Exceptions tab from the Windows Firewall control panel.

= windows Firewall

X

General Exceptions I Advanced I

YWindows Firewall iz Blocking incoming nebwork connections, except for the

programs and services selected below, Adding exceptions allows zome programs
ko work better but might increase your security nizk.

Brograms and Services:

M ame 1L
[MEFile and Printer Sharing
Remate Assistance

(] Remate Desktop

[ Schedule

[ UPhP Frameswark,

Add Frogram. .. Add Port.... Edit... | Lrelete I

v Display a notification when Windows Firewall blocks a program

What are the rizks of allowing exceptions?

F. Cancel

Next, click Add Port. You can enter any name you want, but "Firebird" is probably what you will
want. Enter a port number of 3050, and leave the "TCP" radio button selected.

I1ze theze settings to open a port through YWindows Firewall. To find the pork

number and protocol, consulk the documentation for the program or service you
wank to use.

Mame: |Firsbird

Puart iurnber; 3':'5':'

@ TCP O UuDP

"What are the rizkz of opening a port?

o oot
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Now, click Change Scope. In the window that appears, select the "My network (subnet) only" option,
then click OK.

Change Scope EJ

T o zpecify the zet of computers for which thiz port or program iz unblocked, click an
ophion below.

To zpecify a custom ligt, tppe a list of IP addrezzes, subnets, or bath, separated by
COMmMmag.

) Ay computer [including those on the Internet]
() My network [subnet] only

() Custom list:

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

[ 1]8 H Cancel ]

Click OK 2 more times and connections to Firebird should work. No need to reboot. Note that you
may need to make these changes on the server and the client.
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